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Abstract

Patch attacks create threats that can generalize to the
physical world and alter the predictions of deep neural net-
works in visual recognition tasks. Existing defenses require
retraining the network with adversarial examples, which
are costly to generate, or alter existing architectures to deal
with perturbations. Masked Adversarial Defenses (MAD)
are a promising alternative that aims to ignore patch at-
tacks by masking them. In this paper, we leverage the trans-
former’s ability to (1) mask tokens at random without los-
ing representation capacity and (2) ignore attacked regions
by not attending to them. We propose a transformer-based
denoiser that removes adversarial patches and recovers be-
nign examples. For classification, we propose a defense that
uses multiple random masks combined with majority voting
for prediction. For object detection, since different random
masks produce different detections, we propose a method
to fuse such detections robustly. In addition, since mask-
ing can eliminate objects that have not been attacked, we
propose to exploit the transformer’s attention mechanism
to select suitable masks. Experiments on classification and
object detection benchmarks demonstrate the efficiency and
robustness of the proposed TransMAD approach.

1. Introduction

The vulnerability of Deep Neural Networks (DNNs) to
adversarial attacks has been a topic of great interest in the
machine learning community [50, 37, 9]. These types of
attacks introduce small, imperceptible perturbations to the
inputs, causing the model to change its predictions. How-
ever, the generalization of global adversarial attacks to the
real world is limited [60], restricting their usability for ro-
bustness and security. On the other hand, physical attacks
are visible perturbations that exist in the wild and affect
small regions of the images, e.g. stickers [4] or graffiti [15].
Therefore, they can also alter the behavior of DNNs without
affecting the semantic content of the scene.

Patch attacks [4] are unbounded perturbations that affect
only a sub-group of contiguous pixels in an image; there-
fore, they represent a way to model physical attacks. Patch
attacks have proven successful in many tasks, including im-
age classification [4, 25, 15], object detection [35, 48], and
video classification [ | 6]. Many defense strategies have been
proposed to deal with this type of perturbation by either
denoising [39] or removing [20, 34] the attacked regions.
Mask-based adversarial defenses for convolutional neural
networks (CNN5s) has been proposed to mitigate the adver-
sarial perturbation’s influence [62]. However, CNNs have
been shown to be vulnerable to input transformations [1].
Therefore, an architecture that is less susceptible to input
transformations is needed for mask adversarial defenses.

Due to the localized nature of patch attacks, transformer-
based architectures [53, 13] are particularly well suited to
handle these perturbations since the tokenization process al-
lows them to discard parts of the image without affecting
the results. Another beneficial property of the transformer’s
tokenization is the capacity to learn strong feature represen-
tations through Masked Image Modeling (MIM) [21, 3, 47],
which allows them to fill in missing information based on
other regions of the image. Furthermore, removing part of
the tokens also reduces the computational complexity of the
models [41, 17, 31].

In this work we propose TransMAD, a defense strategy
against adversarial patch attacks for multiple tasks, namely
image and video classification and object detection. The
main idea of our defense is to leverage the transformer’s
self-attention mechanism to remove the attacks. Specif-
ically, we exploit the transformer’s capability of remov-
ing tokens without affecting its representation capacity to
cleanse patch attacks (Fig 1). Our method uses a trans-
former architecture to reconstruct clean images from ad-
versarial examples by masking part of the sample and re-
covering the missing information. We use a randomized
masking strategy to obtain different reconstructions. For
classification, we perform majority voting to obtain the fi-
nal prediction. For object detection, we propose a method
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Figure 1: Overview of TransMAD. We leverage masking, encoders and classifiers to defend against adversarial attacks. For
masking, we use a) Self-Supervised Masking (SSM), which predicts a mask of tokens with the highest probability of being
attacked, or b) Masked Randomized Smoothing (MRS), which generates 7' random masks and returns the expected value
over the results. For classification, we a) reconstruct the image with an MAE decoder and classify it with a base model f, or

b) directly use an MLP to classify the embedding of MAE.

to robustly fuse multiple detections. In addition, we pro-
pose a method to predict the masking in order to directly
ignore the attacked regions. Finally, we propose efficient
transformer architectures that can directly use the latent rep-
resentation from masked inputs to solve downstream tasks.
TransMAD achieves comparable performance to state-of-
the-art defense methods without the need for introducing
costly adversarial samples for training the target models.

2. Related work

Patch attacks. Brown et al. [4] introduced universal, tar-
geted patches that could fool classification models. The La-
VAN attack [25] obtained a similar effect by covering only
2% of the image pixels without occluding the object. Liu
et al. [33] presented PS-GAN to improve the visual fidelity
of the attacks. More recently, Patch-Attack [63] used re-
inforcement learning to create texture-based black-box at-
tacks. Considering the wide use and effectiveness of LaVan,
we test TransMAD with this attack for image classification.

For object detection, the existing attacks did not fully
generalize to two-stage methods since they require finding
and classifying multiple targets. Based on this limitation,
DPatch [35] extends Patch-Attack to iteratively attack the
location and classification tasks by optimizing the loss func-
tion with respect to a “fake” set of ground truth objects,
which only contains a universal adversarial patch. Later,
DPAttacks [56] introduces a threat model capable of attack-
ing multiple targets simultaneously by locating the adver-
sarial noise at the center of each bounding box. RPAat-
tacks [22] extends this work by refining the adversarial
patches to pixels with the greatest importance and mak-
ing the attacks as imperceptible as possible without losing
their effectiveness. DPAattack and RPAattack are different
from the traditional adversarial patch attacks such as La-

VAN and DPatch, in the sense that they apply adversarial
patches over every object in the image rather than a single
adversarial patch to affect the whole image. Following stan-
dard adversarial attack techniques, MaskedPGD [37] and
MaskedAPGD [10] extend global attacks by restricting the
target region to a single patch region and generate percep-
tible location- and image- specific attack, which is stronger
than universal patch attacks [34]. Further, maskedPGD is
easy to implement and apply across multiple types of down-
stream tasks [00]. Therefore, we primarily focus on the
MaskedPGD attack for video classification and object de-
tection, and we provide additional comparisons with other
adversarial patch attacks in the supplementary material.

Adversarial defenses. Many defenses have been proposed
against global adversarial attacks [37, 52, 46, 36, 45] that
can also be applied for patch attacks. One prominent exam-
ple is Adversarial training (AT) [37], which introduces ad-
versarial samples during training and has been shown to im-
prove the model’s performance towards adversarial attacks
[52, 46, 55]. Kinfu et al. [27] introduce multiple ways to im-
prove robustness by adjusting the budget of the attacks dur-
ing training. Other defenses focus on denoising “abnormal”
pixel information based on specific features. JPEG com-
pression [14] maps images into the frequency domain and
removes high-frequency contents. Feature distillation [36]
further extends JPEG compression with DNNs. Defense-
GAN [45] learns a latent space of benign images and uses
it to reconstruct clean versions of the adversarial examples.

Targeting patch attacks, some defenses focus on im-
proving AT by Defending against Occlusion Attack (DOA)
[57], and exhaustively looking for the optimal location for
the adversarial patches [40, 57]. However, the location-
search process has a heavy computational cost. Other types
of patch attack defenses first locate the adversarial region



and then denoise the perturbation. Digital watermarking
(DW) [20] and Local Gradient Smoothing (LGS) [39] lo-
cate and reduce the effect of abnormal regions by gradi-
ent smoothing or masking, respectively. ViP [30] lever-
ages transformers with masked inputs with predefined sets
of masks to eliminate the attacks. Instead of finding the
exact location of the adversarial patches, Minority Reports
Defense [38] slides a continuous occlusion region, larger
than the adversarial patch, across the whole image and gen-
erates clusters of classification predictions based on each
occluded image. The ground truth label is guaranteed to be
included but potentially only forms a small cluster. Patch-
Guard limits the receptive field of CNNs to limit the effect
of adversarial attacks [58]. Feature Norm Clipping (FNC)
demonstrates that attacks increase the norm of the features
and fix those alterations throughout the network [65].

Both defenses against global and patch adversarial at-
tacks mentioned before were originally designed for clas-
sification tasks [24]. Targeting object detection, Adversar-
ial YOLO [24] includes an additional class for ”adversarial
patch” and trains the detector over pre-generated adversar-
ial samples to detect both objects and adversarial patches.
However, these adversarial samples are generated based
on four recursively adversarially-trained YOLO detectors,
which is a computationally heavy process. Segment and
Complete (SAC) [34] uses a U-Net [43] to find the cor-
rupted pixels and creates rectangular masks to eliminate
them and introduces self-adversarial training (self-AT) over
the U-Net to improve its robustness. The self-AT SAC
achieves state-of-the-art robust performance under adver-
sarial patch attacks in object detection. PatchZero [61]
shares a similar idea as SAC. DetectorGuard [59] is a cer-
tified defense against adversarial patches in object detec-
tion. However, it can only alert the existence of adversarial
patches rather than explicitly handle them. Following these
types of defenses, we introduce an image denoiser for de-
fending DNNs against patch attacks.

Vision transformers. Transformers [53] use self-attention
to capture long-range relations in the data, which has re-
sulted in state-of-the-art performance in NLP. Vision Trans-
formers (ViT) [13] extend this architecture to computer vi-
sion tasks by modeling image patches as tokens. Recently,
BEiT [3] and Masked Autoencoders (MAE) [21] were in-
troduced as pretraining strategies based on token masking
for MIM. These methods obtain stronger feature represen-
tations using random masking of the inputs that can be
used as starting points for downstream tasks and outper-
form ImageNet pretraining. Shi et al. [47] improved the
representations by adversarially learning masks that cover
complete semantic objects. Inspired by these methods, our
image denoiser reconstructs clean images from randomly
masked patch adversarial examples. On the other hand,
DynamicViT [4 1] exploited tokenization to reduce the com-

Figure 2: The vulnerability of transformers to patch at-
tacks. Transformers are capable of attending to the most
important regions of the image (top row, 2nd and 4th col-
umn). However, localized attacks redirect the attention to-
wards the perturbation, causing the model to ignore the rel-
evant tokens (bottom row).

putational cost by introducing prediction modules that pro-
gressively eliminate tokens throughout the architecture. A-
ViT [64], EViT [31], and ATS [17] significantly reduce the
inference cost by pruning tokens based on their attention,
without adding any extra parameters to the model. We fol-
low this strategy to create more efficient backbones for ob-
Ject detection and classification.

3. TransMAD

Vision transformers (ViT) model image 2 € RE*H*xW
as a series of p X p non-overlapping patches. Similar to
BERT [12], a special token for classification is added to the
sequence, self-attention is calculated among all tokens, and
an MLP is used as a classifier. With this strategy, ViTs attain
results on par with CNNs with similar model complexities
while obtaining superior robust accuracy against global ad-
versarial attacks [2]. However, as shown in Fig. 2, ViTs are
vulnerable to localized attacks because they redirect their
attention towards the perturbed pixels [ 18].

In this work, we propose a strategy to address the afore-
mentioned limitation and defend ViTs from patch attacks.
The proposed approach exploits the transformer’s ability
to seamlessly mask out parts of the input without losing
its representation capabilities (Sec. 3.1). Specifically, we
leverage the transformer’s attention mechanism to guide the
mask selection (Sec. 3.2). In addition, we propose a defense
inspired by randomized smoothing [8] using random mask-
ablations of the inputs [29, 30, 44] (Sec. 3.3).

3.1. Masking the inputs as a defense strategy

We introduce an image denoiser based on Masked Au-
toencoders (MAE) [21] as a defense mechanism against
patch attacks. MAE introduced a pretraining strategy based
on self-supervision to learn a latent representation that cap-
tures the semantic meaning of a scene from just a fraction
of the input. To achieve this goal, MAE performs a random
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Figure 3: Masks obtained with the mask prediction mod-
ule. M effectively detects and masks major components of
the adversarial patches using a mask ratio r = 25%.

binary masking M,.(z) to remove a fraction r of the input
patches, i.e. 75% of images or 90% of videos [51]. The re-
maining patches are processed with a masked ViT [13] en-
coder, that we refer to as ViT"", and the masked tokens are
recovered with a small decoder D. Finally, D is discarded,
and ViT™ is used as a starting point for downstream tasks.

We re-purpose MAE for image denoising. More specif-
ically, we train the model to create more faithful recover-
ies by replacing the Mean Squared Error loss over the re-
covered patches with a perceptual SSIM loss [54] over the
whole image. As a result, the model is encouraged to learn
a latent representation space of clean images and use it to
recover the “benign” samples. With this new Transformer-
based Masked Adversarial Defense (TransMAD), we mask
a fraction r of the samples and reconstruct them to be used
as input on a downstream task. Therefore, we can defend
models against patch attacks without the need to retrain
them. We also demonstrate that we can learn to directly
use ViT™ (M, (z)) to solve downstream tasks. This model
is more efficient and can be easily defended using the mask-
ing strategies we will introduce next.

3.2. Self-supervised learning for mask prediction

We introduce a self-
supervised mask predic-
tion module (SSM) to
learn the mask for Trans-
MAD. The objective of

Algorithm 1 (SSM train-
ing)

Input: dataset X', adversar-
ial dataset X, 4,

Procedure: . ..
for o € X, (Tady, lagy) € the SSM is to .ehml-
X0 do nate the tokel.ls with .the
Self-supervised training least relevant information
2« ViT () in the input . Conse-
a+ SSM(x) quently, we also expect

5« ViT(M®(x)) the SSM to filter out cor-

end

Lsimcrr(z, 2)
Update SSM

Robustness training
QAady < SSM(IadU)
Yadv ‘= 6”adv|

'C'MSE (yadva Gadv [ladv])
Update SSM

rupted patches in the ad-
versarial input z,q4, (Fig.
3). The SSM is a small
network comprising three
transformer layers and an
MLP. From this module,

we predict the attention
a € R over each to-
ken and remove the per-
centage r of tokens with
the lowest values. We use this masked input to obtain the
representation Z;, calculated as the output before the last
softmax layer of a ViT classification network. In paral-
lel, we obtain z from the non-masked input. Inspired by
ADIOS [47], we train this module in a self-supervised man-
ner by reducing the distance between z and Z; in the feature
space. To archive this goal, we adopt the SimCLR loss, de-
fined as:
exp(sim(z;, 2;)/T)
oy (exp(sim(zi, %) /7))

'CS'LmCLR(Zv '2) = IOg Z ) (1)

where sim(-, ) is the cosine similarity and 7 is a tempera-
ture parameter. Intuitively, if both representations are sim-
ilar, the masked input is capable of faithfully representing
the content of the whole scene.

To train M for robustness, we use adversarial patch ex-
amples x4, to attack the classification network. By know-
ing the location /4, of the attack, we can use MSE over the
affected tokens to minimize their attention. We perform this
process iteratively with the self-supervised training. The
training process is summarized in Algorithm 1.

3.3. Masked randomized smoothing (MRS)

Randomized smoothing [8] is a certified defense strategy
against global [,,-norm bounded attacks, which constructs a
smoothed model g using a base model f and a set of aug-
mented inputs with random isotropic Gaussian noise. Tar-
geting adversarial patch attacks, DeRandomized smooth-
ing [29] uses the set of all possible ablated versions of an
image given a structured ablation method. The tokenized
structure of ViT further benefits these structured ablation
methods over patches or strides of images and improves the
certified robustness [23, 0, 30, 44], which usually requires
assumptions on the size of the adversarial patches in order
to effectively craft the ablation methods. In contrast, we
follow a randomized masking approach to construct a set of
ablated inputs M,.(x). During inference time, the smoothed
model g(x) will return the expected value of the predictions
of the base model f over the choice of the random mask M,
(Figure 1). Specifically, g(x) is defined as:

9(x) = Enr, f(M;(2)). )

Given the stochasticity of the masking strategy, the total
number of masks can be extremely large depending on r
and the size of z, making it impossible to sample through
the whole possible set M,.(x). Therefore, we use a fixed
number of 7' randomly generated masks.

TransMAD’s defense capability depends on the amount
of information eliminated by the masks. Larger values of r



increase the probability of eliminating all or most of the per-
turbed patches in an adversarial input x4, . Nevertheless, a
high masking ratio r can harm performance, especially if
the inputs have low information redundancy, such as im-
ages with complex scenes. Therefore, we select r to be as
small as possible but still larger than the patch attack ratio.

3.4. Masked randomized smoothing for object de-
tection

Unlike classification tasks, where different random
masks produce different class predictions which can be eas-
ily fused via majority voting, in object detection the out-
put is a set of bounding boxes. Since each random mask
will lead to a different set of bounding boxes, we need
a mechanism to fuse all boxes corresponding to the same
object. We propose to combine 7' predictions by apply-
ing Non-Maximum Suppression (NMS) [19] with an Inter-
section over Union (IoU) above 0.5 as a post-process over
these predictions. In detail, we combine and iterate through
all the predictions throughout 7' times tryouts. Then, for
the largely-overlapped predictions with IoU above 0.5, we
will only keep the prediction with the highest confidence
score and discard the rest. This approach effectively finds
the missing objects (False Negative) at some tryout ¢, either
caused by random masking or caused by adversarial noise,
and includes these False Negative predictions into the fi-
nal prediction to become True Positive. Further, the sup-
pression step with the IoU threshold eliminates the noisy
bounding-box predictions, which are off from the ground-
truth bounding boxes caused by the adversarial noise.

4. Experiments

In the following experiments, we consider adaptive at-
tacks, where the attacker has access to the whole pipeline
to generate adversarial examples. We include the evalua-
tion results of the non-adaptive attacks, where the attacker
has access to the base model but not to the pre-processing
defense strategy in the supplementary material.

4.1. Image classification

We first assess the effectiveness of TransMAD and our
proposed masking strategies for defenses in CIFAR-10 [28]
and ImageNet [ 1 1]. As classifiers, we use ViT with the base
configuration [13] and a multilayer perceptron (MLP) that
learns to classify the images directly from the MAE rep-
resentation space and compare their behavior under benign
and adversarial settings. We train the models starting from
ImageNet pretrained weights [1 1] for 100 epochs and with
masking ratio of 75%. We use untargeted LaVAN [25] to
generate attacks that cover 5% of the image and run them
for a maximum of 200 iterations. For the defenses, we em-
pirically select five repetitions in the Masked Randomized
Smoothing and vary the masking ratios in {0.1,0.25}.

Table 1: Performance of TransMAD for image classifica-
tion. We evaluate TransMAD (TMAD) on CIFAR-10 and
ImageNet. The last two blocks show our defenses with dif-
ferent masking ratios r. The results show that our defenses
significantly improve the robust accuracy of the models.

CIFAR-10 ImageNet

Benign LaVAN Benign LaVAN
No defense 95.6 0.5 78.3 0.2
JPEG Comp. 93.9 0.6 77.4 0.5
AT 94.9 33.6 759 214
PatchGuard [58] 92.5 54.9 67.0 31.6
FNC [65] 919 549 73.3 59.5

TMADMRS, ., MAE) 932 44 693 2.1
TMAD(SSMy 1, MAE) 909 457 670 292
TMAD(MRSg 25, MAE) 93.7 9.1 69.6 64
TMAD(SSMy.»5, MAE) 912 648 683 437
TMADMRSy 1, MLP) 953 06 777 1.1
TMAD(SSMy 1, MLP) 952 764 764 616
TMAD(MRS.5, MLP) 950 1.3 772 25
TMAD(SSMy.05, MLP) 943 749 750 582

TransMAD for image classification: The results in Ta-
ble 1 demonstrate that ViT obtains a very high performance
when classifying benign images, but it is completely fooled
when adversarial patches are added. Using other defenses,
JPEG compression is a preprocessing defense that obtains
a slight improvement in robustness. Adversarial Train-
ing [37] gets a higher robust accuracy, but it requires re-
training the whole network. PatchGuard [58] and Feature
Norm Clipping (FNC) [65] improve robustness by modify-
ing the architectures to limit the receptive field or normal-
izing the features of the model, respectively. Finally, when
combined with adversarial training with occlusion attacks
(DOA) [57], the robust accuracy is improved further.

In contrast, TransMAD obtains superior robust accuracy
than most previous defenses without the need to modify or
retrain the model. With » = 0.25 and the SSM, we improve
the robust accuracy to 64.8 and 43.7 in CIFAR-10 and Ima-
geNet, respectively. However, in this task, the RMS strategy
does not result in significant robustness improvements. We
believe this results are caused by the the attack optimization
process, since the gradients only exist for the non-masked
tokens. Therefore, with fewer tokens to corrupt, the attacker
is forced to create stronger perturbations. In the case of
RMS, at every iteration different tokens will be visible and
the unmasked target tokens will have strong attacks. On the
other hand, the SSM identifies the target tokens in the early
steps and hinders the creation of the attacks. Figure 4 shows
qualitative results of TransMAD under patch attacks.

The last block of Table 1 shows that using the learned
representation space and an MLP obtains high benign and
robust accuracy in image classification. This architecture
also takes great advantage of the SSM module. This demon-
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Figure 4: Physical attacks and TransMAD recosntructions. We display the attacks optimized in ImageNet, the mask
predicted by the SSM, and the reconstruction made obtained with the MAE decoder. All the attacked images obtain an
incorrect prediction, while the reconstructed samples are classified correctly

strates that, same as ViT, the MLP is highly vulnerable to
noise, but once the affected patches are removed, the per-
formance is mostly recovered. Also, this method reduces
the computational cost by reducing the input size; however,
as the masking ratio is increased there is a trade-off between
efficiency and accuracy.

4.2. Video classification

For this task, we use UCF101, which includes 101 ac-
tion categories [49]. We train the models for 50 epochs on
UCF101 starting from pretrained Kinetic400 weights [26],
and set » = 0.9. For the adversarial training of SSM, we
use MaskedPGD with iterations 7,4, = 5 and adversar-
ial patch size ratio R = 0.2. Following VideoMAE [51],
we resize the video frames to size 224 x 224 and extract
clips of 16 frames with a sampling rate of 4. For the adver-
sarial evaluation, we use MaskedPGD with 1,4, = 5 and
R = {0.1,0.2} and evaluate TransMAD in 202 randomly
selected videos from test set 1 in UCF101 [49]. In this sce-
nario, R is calculated based on the size of each frame, and
the position of the attack is maintained for all the video.
Given the increased training masking ratio, in this case we
vary the masking ratio r = {0.5,0.9} for the defenses.

TransMAD for video defenses: Similar to Table 1, Ta-
ble 2 shows the brittleness of ViT to adversarial patches
and the increases in performance attained with Jpeg Com-
pression and AT. Even if APE-GAN [27] also follows a de-
noising approach, it does not improve robust performance,
showing that the GAN model is highly vulnerable to the
adaptive attacks.

When we use TransMAD, the adversarial performance
increases significantly at the cost of a slight reduction in be-
nign accuracy. Our TransMAD with » = 0.9 and paired

Reconstruction

Table 2: Performance of TransMAD for video classifi-
cation. We evaluate how TransMAD transfers to spatio-
temporal data in UCF101. The results show that our meth-
ods can be directly extended to videos. For the MRS we
used T" = 5.

Benign MaskedPGD

0.1 0.2
No defense 98.9 0 0
JPEG Comp. 96.0 4.0 2.1

AT 85.1 242 6.6
APE-GAN [27] 86.1 0.2 0
TMADMRS, 5, MAE) 91.1 5.5 0
TMAD(SSMg 5, MAE) 89.1 10.9 0
TMADMRSg 9, MAE) 78.2 337 99

TMAD(SSMg 9, MAE) 68.3 445 27.5
TMADMRS, 5, MLP) 96.0 3.2 0

TMAD(SSMy 5, MLP) 95.1 0.9.0 92.7
TMADMRS g, MLP) 91.2 6.7 1.1

TMAD(SSMy 9, MLP) 71.3 70.0 71.1

with MRS significantly improves the performance in the
10% and 20% attacks. Moreover, the robust accuracy is
improved further when the TransMAD learns the masking.
However, the benign performance drops when we increase
r to 0.9 due to the significant loss of information caused by
the masking, which makes it more difficult to recover the
input video.

In the final block of Table 2, we assess the robustness
using an MLP over the MAE representation space for video
classification. Compared with the undefended ViT, the
MLP suffers from a slight drop in performance on benign
images and, with the MRS, attains a slight improvement
in robustness. Still, if the masking is increased to 0.9, the



chances of eliminating all the corrupted patches increase,
and so does the robust accuracy. Finally, our mask predic-
tion module demonstrates its effectiveness in ignoring the
adversarial patches since the reduction in performance from
benign to attacked videos is very small.

4.3. Object detection

Here, we evaluate the robustness of transformer-based
object detectors, i.e., DETR [5], over the MS-COCO [32]
(91 categories). Further, we compare the robustness of
TransMAD over DETR to the state-of-the-art defenses
against adversarial patch attacks. In supplementary mate-
rial, we compared the transformer-based object detectors
with Faster-RCNN [42], a traditional convolutional-based
detector with anchor boxes.

We use DETR pre-trained on MS-COCO [32] as the
base object detector f. For TransMAD, we adopt the self-
supervised pre-trained MAE over ImageNet-1K [ 1] pro-
vided by He et al. [21], where the encoder E is a ViT-Base
with patch size of p = 16 (ViT-B/16) model [ 3]. However,
the images from the MS-COCO dataset are more complex
than those in ImageNet-1K, where each sample contains a
single object and has high spatial redundancy. Hence, the
reconstruction performance of MAE on MS-COCO is re-
duced, and DETR cannot correctly detect objects in those
new inputs. To handle this issue, we reduce the mask ratio
r from 75% to 50%, and we fine-tune the whole pipeline of
TransMAD with DETR on object detection.

We evaluate our proposed defense over the Refined Patch
Attack (RPAttack) [22] on the object detection task. RPAt-
tack is different from the MaskedPGD attack in two sig-
nificant aspects. Firstly, the goal of the RPAattack is to
suppress all the bounding-box predictions proposed by the
object detectors. Based on this design purpose, RPAttack
applies adversarial patches over every initially proposed
bounding-box regions. In addition, RPAttack designs to
generate “imperceptible” adversarial patches and tries to
shrink the adversarial patches into pixels without reducing
its attacking strength [22]. Therefore, instead of a con-
tiguous patch region of the MaskedPGD attack, RPAttack
will generate multiple scattered adversarially noisy-pixel
regions. Following the evaluation setup used by Liu et
al. [34], we evaluate on 1000 test images from MS-COCO,
and we resize all images into a fixed resolution of 640 x 800.
As the evaluation metric, we report AP50 (%).

4.3.1 TransMAD with Masked Randomized Smoothing

In Table 3, we present the performance of TransMAD with
MAE and DETR on the MS-COCO dataset under under
both non-adaptive and adaptive RPAttack. With using mask
ratio r = 0.5 and a single inference tryout 7' = 1, there
is a drop in the benign performance from 60.0% AP50 for
the undefended DETR to 49.5% for the masking defense.

Table 3: Robustness of TransMAD for object detec-
tion under RPAttack attack [22]. We evaluate our de-
fense using DETR [5] as the base model f and testing
masking ratios 7 = {0.25,0.5}. We compare with state-
of-the-art defenses over the MS-COCO dataset [32]. For
TransMAD, we calculate the results using 7' = {1, 10, 20}
with Masked Randomized Smoothing (MRS) or the self-
supervised learning prediction module SSM. We also eva-
Iute using a DETR head as object detector (OD) after the
ViT™ backbone. The entry with “—” means “adaptive” and
“non-adaptive” attacks are the same for that defense.

. RPAttack
Method Benign non-adapt _ adapt
No defense 60.0 31.2 —
LGS [39] 58.1 30.5 30.1
Self-AT SAC [34] 58.8 29.8 29.1

TMAD(MRS5 r—1, MAE) 495 376 324
TMADMRSg 5. 7—10. MAE) 520 434 37.3
TMAD(MRSg 5. 7—20, MAE) 521 43.1 37.4
TMAD(SSM 5, MAE) 355 295 22.8
TMAD(MRSg 25 7—1. MAE) 519 408 32.8
TMAD(MRS 25, 7—10. MAE) 537 433 36.1
TMAD(MRSg 25 7—20. MAE) 535 4338 374
TMAD(SSM 25, MAE)  45.1 35.3 27.4
TMADMRSg 5 7—1, OD)  56.1 30.1 —
TMAD(MRS 5. 7—20, OD) 579 382 —
TMAD(SSM 5, OD) 448 346 24.5
TMAD(MRS; 25 7—1, OD) 587 273 —
TMADMRS 25 7—20. OD) ~ 59.1  32.1 —
TMAD(SSMj o5, OD) 519 326 24.4

However, we observe an improvement in robustness from
31.2% to 32.4% under adaptive attack and to 37.6% under
non-adaptive attack. We also increase the number of tryouts
T = {10,20} and use Non-Maximum Suppression (NMS)
[19] with an Intersection over Union (IoU) above 0.5 on the
predictions throughout all tryouts, as explained in Sec. 3.4.
We observe a further improvement in both benign and ad-
versarial performance.

We further compare TransMAD to state-of-the-art de-
fenses against adversarial patch attacks, specifically Lo-
cal Gradients Smoothing (LGS) [39] and self adversarially
trained (self-AT) Segment and Complete (SAC) [34]. We
apply the self-AT SAC over DETR for comparison. Despite
the benign performance gap, our proposed defense using
MRS with a single tryout 7' = 1 already outperforms both
types of defenses under RPAttack. Further, we note that
the self-AT SAC already have access to adversarial sam-
ples during training. Therefore, it requires on-the-fly gener-
ation of adversarial examples, which significantly increases
the computational training cost due to the additional back-
propagation processes needed to optimize the samples [7].
It also requires additional operations to calculate the gradi-



ents and update the parameters. In contrast, our TransMAD
is fine-tuned using only clean MS-COCO images.

4.3.2 TransMAD with learned defense mask

We adopt the self-supervised mask prediction module SSM
pre-trained in UCF101 and fine-tune it over the MS-COCO
dataset. Then, we directly apply it over the TransMAD us-
ing MAE and DETR model. Instead of taking a random
mask, TransMAD now reconstructs based on the determin-
istic mask provided by SSM, with the evaluation result re-
ported in Table 3. Similar to LGS and the self-AT SAC
defense, they all apply the process of finding the adversarial
patch regions and then denoising by masking off the pro-
posed regions. However, all of their performance on finding
the adversarial patch regions seems poor when the adver-
sarial patch becomes “imperceptible”, i.e. in discrete pixels
rather than a contigous patch region, meanwhile TransMAD
outperfroms under the non-adaptive attack. In comparison,
our TransMAD with MRS is not inflenced by the “imper-
ceptible” patch, because TransMAD with MRS randomly
masks off the images without using any prior information
over contiguous patches.

In Sec. 4.3.1, we observe a drop in the benign perfor-
mance of DETR when using the reconstruction output from
MAE on the MS-COCO dataset. Apart from adjusting the
mask ratio r to 50% and fine-tuning TransMAD and DETR
on the object detection task, one solution is to train Trans-
MAD through the self-supervised reconstruction task on the
MS-COCO dataset. This is a computationally heavy ap-
proach because the MAE reconstruction task suffers from a
slow convergence [2 1], and image inputs for object detec-
tion tasks are usually much higher resolution. Further, im-
ages for object detection usually contain a higher density of
information and less spatial redundancy than classification
datasets. Thus, a more complicated and deeper decoder ar-
chitecture may also be necessary in order to reconstruct the
masked inputs effectively. Instead, a more intuitive solution
is to discard the decoder’s reconstruction process and di-
rectly apply the generated feature embeddings by the ViT™
to the object detection head (OD).

Specifically, we use the ViT™ pre-trained on the
ImageNet-1K dataset [ 1] to replace the ResNet50 back-
bone in DETR. We fine-tune DETR with this new backbone
for the object detection task on the MS-COCQO dataset. Fur-
ther, to fully utilize the capacity of the transformer for en-
coding information of the whole image through partial in-
puts and for more efficient computation, we keep the ran-
dom masking with a mask ratio of » = 0.5 during the train-
ing of the object detection task.

In Table 3, we show the evaluation result of DETR
with ViT™ backbone model (TransMAD with OD) on MS-
COCO dataset. TransMAD with OD model achieves higher
benign performance as compared to TransMAD with MAE,

while a weaker performance against the adversarial patch
attacks. However, TransMAD with OD still outperforms
two baseline defenses with MRS. Using MRS with T' =
20 random masks improved adversarial performance from
30.1% to 38.2%, while applying the mask prediction mod-
ule SSM still does not help against the imperceptible patch
attack.

4.3.3 Tuning onr and 7'

Effects on the selection of mask ratio r: Intuitively, the se-
lection of r should depend on the size of the objects in the
image. Specifically, a large value of r will cause a higher
chance of fully removing the objects, making it impossi-
ble to reconstruct them. However, a small mask ratio r
will lead to a lower chance of the adversarial patch being
masked off. Therefore, we need to consider the trade-off
between the reconstruction capability and the adversarial
robustness. Further, since we are considering limited ad-
versarial patch regions, with the MRS strategy, the mask
ratio r should be larger than said regions to increase the
chance of fully masking the attacks. To analyze this trade-
off, we compare the performance of TransMAD with MRS
using = {0.25,0.5}, shown in Table 3. As we decrease
the mask ratio r, with ViT™, though we observe a con-
sistent improvement in the benign performance for around
1.5% — 2%, however, there is more trade-off on the adver-
sarial robustness with a drop around 3% — 6%. This trend
seems weaker for TransMAD with MAE, where we achieve
better performance in both benign and adversarial scenarios
as we decrease the mask ratio r.

Effects on the selection of the number of tryouts 7: As
explained in Section 3.4, multiple tryouts in the random
smoothing process can help reduce the False Negative pre-
dictions. However, our current approach of using NMS to
combine detection predictions cannot effectively suppress
False Positives. As shown in Table 3, we can observe a
3% — 8% increase in both benign and adversarial perfor-
mance when increasing 7' = 1 to 7' = 10. Then, as we
further increase the value of T' = {10, 20}, there is no im-
provement in benign performance and a slight increase in
the adversarial robustness. Therefore, the larger choice of
T does not necessarily lead to better detection performance.

5. Conclusion

We introduce TransMAD as a defense mechanism
against adversarial patch attacks in vision tasks. TransMAD
leverages the self-attention mechanism’s capability to rep-
resent the whole image with partial inputs and applies a ran-
domized masking strategy to reduce adversarial attack influ-
ence. We further propose a mask prediction module that can
eliminate the least informative regions in the input and thus
effectively mask the adversarial patches. Through experi-



ments in image, video classification, and object detection,
we show a significantly improved adversarial performance
with TransMAD defense under adversarial patch attacks.
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Supplementary material: TransMAD: Transformer-based Masked Adversarial
Defenses to Patch Attacks

Py

Figure 1: Illustration of TransMAD with the masked randomized smoothing (MRS) in object detection. We apply
the TransMAD defense for 7' times with different random masks, and we combine the predictions using Non-Maximum
Suppression (NMS) [7] with an Intersection over Union (IoU) above 0.5.

1. Details of Masked Randomized Smoothing
(MRS) in object detection

For the object detection task, during the randomized
smoothing process with a total of 7" multiple inference try-
outs, we combine the predictions throughout all 7' times
tryouts together and then apply the Non-Maximum Sup-
pression (NMS) [7] with an Intersection over Union (IoU)
above 0.5 as a post-process over these predictions, as shown
in Figure 1. In detail, we combine and iterate through all
the predictions throughout 7' times tryouts. Then, for the
largely-overlapped predictions with IoU above 0.5, we will
only keep the prediction with the highest confidence score
and discard the rest, as shown in the final prediction. This
approach effectively finds the missing objects (False Neg-
ative), such as the “mouse” in the yellow bounding box at
some tryout ¢, either caused by random masking or caused
by adversarial noise, and includes these False Negative pre-
dictions into the final prediction to become True Positive.
Further, the suppression step with the IoU threshold elim-
inates the noisy bounding-box predictions, which are off
from the ground-truth bounding boxes caused by the ad-
versarial noise. For example, the noisy orange bounding
boxes around the “keyboard” has been refined into a more
accurate bounding box for the final prediction. However,
this approach is limited in removing the hallucination pre-
dictions (False Positive), such as the red boxes in Figure
1. These hallucinations are supposed to be background re-
gions. Still, the detector is “fooled” by the adversarial noise.

It treats the background region as objects. NMS method
cannot distinguish between the bounding-box proposals of
actual projects and “fake” objects.

2. MAE encoder as backbone in object detec-
tion

As described in the main paper, the decoder component
D of TransMAD has a reduced performance on reconstruct-
ing images from MS-COCO [10] due to the higher infor-
mation density and less spatial redundancy in object detec-
tion. Therefore, it motivates us to discard the reconstruction
process and directly apply the TransMAD encoder’s hid-
den embedding as the feature mapping for this task. How-
ever, there is a design overlap between the TransMAD en-
coder ViT™ and the backbone of an object detector, such as
DETR [5]. Therefore, it is intuitive to replace the original
backbone of the object detector with the ViT™. Further, as
described in the main paper, we can fully leverage the capa-
bility of the self-attention mechanism through the ViT™ to
remove tokens without affecting the overall representation
of the image. Thus, the architecture becomes more efficient
with fewer tokens sent to the object detector. We now get
DETR with a masked ViT backbone architecture.

We conjecture that ViT™ as the feature backbone poten-
tially works better on a transformer-based object detector
with object queries such as DETR [5] than on an object de-
tector with explicit anchor boxes such as the Faster-RCNN
[16]. The reason is the object query mechanism serves as an



implicit anchor box to guide the object detector on where to
look at [5], through the cross-attention mechanism [ 18] be-
tween the object queries and the feature embedding of the
image. In comparison, the explicit anchor boxes [16] with
pre-determined shapes are applied over the feature embed-
ding of an image and slide through the feature embedding
in a pixel-wise manner. However, with token removal in
ViT™, the generated feature embedding does not provide a
direct pixel-wise correspondence to an image. Thus it does
not match the design of the explicit anchor boxes.

Based on the results shown in the main paper, there is a
slight improvement in the benign performance from 56.1%
to 58.7% with masking ratio r = 50% and r» = 25%, re-
spectively. There is also a slight improvement from 56.1%
to 57.9% when we do a single tryout 7" = 1 to multiple try-
outs 7' = 20 under the mask ratio » = 50%. Compared to
the 60.0% of the original DETR with ResNet50 backbone,
the masking ratio r = 50% is enough to provide an effective
feature embedding of images for DETR with ViT™ back-
bone.

3. Adversarial patch attack optimization

In this section, we focus on generating untargeted adver-
sarial patches 0 that affect a fraction R of the input image z.
Let us denote the base model f, trained using loss function
L(f(z),y) with ground truth y. To generate an adversarial
patch, we solve the following optimization problem:

P(x’l) :argmax‘c(f(xadv)ay)? (1)
o1l <e
where 2,4, = A(z, d,1) is an adversarial example obtained
by applying adversarial patch § to the input z at the speci-
fied location [, and € is the budget of the attack.

For clarity, we will now explain the Masked PGD at-
tack [12, 4, 13] optimization process, but other attacks can
be created following the same logic. Masked PGD uses Pro-
jected Gradient Descent (PGD) [14] to solve Eq. (1):

6@+ = 1 {60 4 a-sign (Vs L(f@l,).9)) |
{o:lI6llp<e}
2)

where « is the step size for the attacker, and the updates are
performed iteratively for a total of T;4, times. To mimic
the physical world scenario, where the adversarial patch is
a visible perturbation that can overlap with either the objects
or the background, we focus on [/, norm with attack budget
€ = 1, which allows the attacker to modify every pixel on
the adversarial patch without constraints [12, 4, 13].

3.1. Adaptive v.s. non-adaptive attacks

In a white-box attack setting, the attacker gets full access
to the base model f and its gradient [1]. However, we fur-
ther differentiate between “adaptive” and ‘“non-adaptive” at-
tacks, based on whether the attacker knows of the existence

of additional defense architectures, such as TransMAD [2].
Specifically, Eq. (1) defines a non-adaptive attack against
TransMAD, and the adaptive counterpart is defined as:

P(z,l) = argmax L (f (TMAD(244)) ,Y) 3)
o]l <e

In this setting, the attacker only uses the loss function £
of the downstream task base model f. The reason for this
decision is two-fold: (1) the attack’s goal is to change the
output in the downstream task, and (2) disturbing the con-
tinuous feature embeddings used for self-supervised train-
ing does not result in meaningful attacks.

Adaptive attack against the learned masking: The
learned masking with the SSM is a deterministic defense.
Thus, an adversarial patch attacker is simply:

P(z,1) = argmax L (f (TMAD(SSM,(Zaav))),y) (4

lIollp<e

However, the mask prediction module uses a sorting process
that is not differentiable with respect to the input. There-
fore, we make the adaptive attack against the SSM using
the BPDA [2] method to approximate the gradients.

Adaptive attack against random masking: In the ran-
domized mask-ablations, M,.() is a stochastic function that
provides different masks each time. Therefore, the attacker
should learn to generate adversarial noise over the expected
value of the loss function across the random mask M,.(+):

P(]j, l) = arg maXEiadueMr(')‘C (f (TMAD(]A:adU)) 7y) .

lIollp<e
®)
The Masked PGD algorithm in Eq. (2) will now become:

sign (VamEgzad,l,eM,‘(-)ﬁ(f(TMAD(fgu))7y)) . (6)

At each step, the attacker will only have access to the tokens
given by M,.(-). Hence, we choose a large number of up-
dates T, 4, to allow the attacker to see many different masks
and thus optimize strong attacks using partial inputs.

3.2. Adaptive attacks on classification

Table 1 shows that, as expected, the non-adaptive attacks
do not significantly hurt our defenses because they are not
targeted during the optimization. Our SSM shows outstand-
ing robustness by preserving a high accuracy, demonstrating
that it can locate most corrupted tokens.

We observe similar behavior in Table 2, where we use
the non-adaptive attacks in the video domain. In this case,
the APE-GAN [9] is highly effective against the patch at-
tacks, showing the great denoising capabilities of a GAN-
based defense. Similarly, with high masking ratios, Trans-
MAD can significantly improve performance against these



Table 1: Performance of TransMAD for image classifica-
tion. We evaluate TransMAD (TMAD) on CIFAR-10 and
ImageNet. The last two blocks show our proposed defenses
with different masking ratios r. The results show that our
defenses significantly improve the robust accuracy of the
models.

CIFAR-10 ImageNet
Benign LaVAN Benign LaVAN
No defense 95.6 0.5 78.3 0.2

TMADMMRSy 1, MAE) 93.2 73.9 69.3 67.7
TMAD(SSMy.1, MAE) 909 68.3 67.0 66.9
TMADMRSy 25, MAE) 93.7 74.1 69.6 69.1
TMAD(SSMy 25, MAE) 91.2 66.7 68.3 68.0
TMADMRS, 1, MLP) 953 26.7 71.7 77.1
TMAD(SSMy.1, MLP) 95.2 81.7 76.4 75.6
TMADMRSg 25, MLP)  95.0 27.2 77.2 76.8
TMAD(SSMy 25, MLP)  94.3 75.7 75.0 74.3
Table 2: Performance of TransMAD for video classifi-
cation. We evaluate how TransMAD transfers to spatio-
temporal data in UCF101. The results show that our meth-
ods can be directly extended to videos. For the MRS we
used T' = 5.

Benign MaskedPGD

0.1 0.2

No defense 98.9 0 0

APE-GAN [9] 86.1 812 782
TMADMRS, 5, MAE) 91.1 88.1 83.2
TMAD(SSMg 5, MAE) 89.1 90.1 86.1
TMADMRSg 9, MAE) 78.2 733 604
TMAD(SSM 9, MAE) 68.3 55.4  40.6

TMAD(MRS, 5, MLP) 96.0 6.6 1.1
TMAD(SSMy 5, MLP) 95.1 93.0 0.9.0
TMADMRS 9, MLP) 91.2 75.8 714
TMAD(SSMy 9, MLP) 71.3 712 762

stronger attacks. Finally, the SSM shows the greater ben-
efit when combined with the MLP and using low masking
ratios.

4. Transformer- v.s. CNN-based object detec-
tors

Transformers already show higher robustness than CNNs
in image classification tasks [3]. Thus, we first want to
check if the higher robustness of transformers still holds in
object detection. In Table 3, we compare the performance
of these two types of object detectors on the MS-COCO
dataset. Deformable-DETR (Def-DETR) uses a ResNet50
backbone as FPN [11], which enables multi-scale object

! AT Faster-RCNN evaluation results over CARLA dataset reported in
Armory [17].

Table 3: Robustness comparison between transformer-
and convolutional-based object detectors. We evaluate
three state-of-the-art models over MS-COCO and CARLA
datasets. The result shows that transformer-based object de-
tectors are more robust than convolutional object detector.
The top block shows results on MS-COCO, while the bot-
tom block shows results in CARLA.

Model AT Benign MaskedPGD
8 Faster-RCNN ')/( ggg égi
I
| peepErR G G
- Faster-RCNN ')/( 8779.601 534%21
2 DER G b e
IR

detection. For the convolutional object detector, we use
Faster-RCNN [16], provided in torchvision [15]. We use
ResNet50 backbone [8] as backbone for the three architec-
tures. We use the MaskedPGD attack for the adversarial
evaluation, with a step size a = 0.01 for 200 iterations.
The adversarial patch size is R = 0.04, and the location is
random. We observe that both DETR and Def-DETR are
more robust than Faster-RCNN in the no-defense scenario.
Using adversarial training (AT) [14], Faster-RCNN outper-
forms Def-DETR.

In Table 3, we further verify the robustness of
transformer-based object detectors on the CARLA dataset,
a simulated street-view dataset (3 categories) [6]. We fine-
tune the MS-COCO pre-trained DETR and Deformable
DETR models over the training set of CARLA, and we
adopt the Faster-RCNN provided in Armory [17]. Then, we
evaluate on the test set of CARLA with 20 images, which
contain pre-selected adversarial patch locations. These lo-
cations are designed to be realistic, targeting regions such
as the ground, walls, or billboards on the streets. Follow-
ing the evaluation setup in Armory [17], we generate the
adversarial patch attack with a step size « = 0.003 for
1000 iterations. In Table 3, we also observe higher robust-
ness of transformer-based object detectors than the Faster-
RCNN. Even though Faster-RCNN with AT outperforms
DETR and Deformable-DETR in benign evaluation, DETR
and Deformable-DETR still achieve a higher AP50 under
the malicious patch attack.
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